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Culture of Sharing

Report Piracy

Concerned about the use of illegal software? If you suspect
that a coworker, colleague or even an ex-employer is using
or selling unlicensed software — use the hotline number to
call the Business Software Alliance in your area or report
online. Reporting takes only a moment, and your
information will be kept strictly confidential — you can
even file a report anonymously.

eReport Piracy

eCall our U.S. hotline: 1-888-NOPIRACY (1-
888-667-4722)

o Call one of our International Hotlines

District's $50K 'piracy’ Gthan G
st . o, st 00 ).
W yoat

Software “Piracy”
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Thirty-five percent of the world's software is pirated. Software
piracy is not only a crime, but it can destroy computers and
data. -- Business Software Alliance

Engineering Firm Pays Nearly $228,000 To
Software Watchdog. -- Business Software
Alliance

Piracy

End User Piracy:
This occurs when a company employee
reproduces copies of software without
authorization. End user piracy can take the
following forms:
d Using one licensed copy to install a program on
multiple computers;
d Copying disks for installation and distribution;

d Taking advantage of upgrade offers without having
a legal copy of the version to be upgraded;

d Acquiring academic or other restricted or non-retail
software without a license for commercial use;

d Swapping disks in or outside the workplace.




Recent Cases The Balance

Culture of Software
Engineering Firm Pays Nearly $228,000 To Sharing ﬂ Licensing
Software Watchdog. -- Business Software
Alliance

Chicago-Area Organizations Settle with Software Watchdog
BSA Collects $580,000 -- Business Software Alliance

Affirmative Software Strategy Know the Software License

Know and live the software license. What are the tolerances of licenses?
Meter Software.

Have proactive software policy. Does the licehse allow you'to A
e

Lockdown the desktop.
Communicate with everybody.
= Conduct internal audit(s).

meter the software?

to audit your software inventory?

Does the license allow the publisher f ‘

Know the Software License Indian Prairie School District

Verbal changes in the license do not count. : .
= Organized software committee to

study issue.
Developed recommendation for
strategy.

The publisher usually has a statement in the Developed and implemented policy.
Ilcen_se that all changes or_amer_u_jments to Locked desktops.
the license must be made in writing.

! Communicate.




Board Policy

COPYRIGHT AND COMPUTER SOFTWARE

Computer software is covered by copyright law and by
licensing agreements that the District signs or licenses
that are shipped with the software. These licenses
specify

*Whether back-up copies can be made

Whether additions can be made to the software

Board Policy

Only authorized employees may install software.
The unlicensed installation of software is
contrary to District policy and outside the scope
of the employment of the individual concerned.
District 204 will not accept any liability in
respect of such unauthorized software
installation, and the employee responsible will
be personally liable for any damages, fees, or
fines related to the unauthorized installation of
software.

http://board.ipsd.org/policy/sec6/goals/602_r.htm

Lock the desktop

Use desktop lockdown technology.
uScripts are provided so that LMC directors
and LMC assistants can install software.

http://www.faronics.com/index.asp

Board Policy

YOU CAN'T
*Make one copy for home and one copy for school
=Make a copy for a friend
eTransmit through a network outside the school

Licensing agreements are very specific and they usually
preclude Fair Use

Software Authorization

= IT Technicians

s Special Education technicians
= LMC Directors (K-5)

s LMC assistants (K-5)

Authorization in writing and placed in personnel file.

http://it.ipsd.org/documents/softwareinstallauth.doc

Software Licenses

= Purchased by District -- inventoried
at District level.

= Purchased by school -- inventoried at
school by LMC director. N

Saltware Mamagement Page




Communicate Final Step

Legal Issues: Faculty and community

Ethical Issues: Faculty, students and community Internal Audit:

Select one or two schools ‘
Curriculum process: Purchase appropriate number and audit software that is |

of licenses. installed on the computers.
Software “upgrades” are not “free.”

And Listen!!

Summary. Software Example

= Organize the initiative In my building, we have [title removed] installed on several
. computers. We have found that you can have more than one
Work with stakeholders computer running [title removed] at the same time by simply
Revise the Board Policy using the disk to only start the program. The program
continues to run appropriately if you remove the disk.
Lock the desktop & authorize use Is this an illegal way to use the program based on the
Meter the software license the district holds? Can we continue to do this in my
building? Thanks!
Conduct Internal Audit




